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using System;
using System.Text;
using Org.BouncyCastle.Crypto;
using Org.BouncyCastle.Crypto.Engines;
using Org.BouncyCastle.Crypto.Modes;
using Org.BouncyCastle.Crypto.Parameters;
public class AesExample
{
public static byte[] Encrypt(string plaintext, byte[] key, byte[] iv)
{
CipherEngine engine = new CipherEngine();
CipherParameters keyParam = new KeyParameter(key);
ParametersWithIV keyParamWithIV = new ParametersWithIV(keyParam, iv);
engine.Init(true, keyParamWithIV);
byte[] input = Encoding.UTF8.GetBytes(plaintext);
byte[] output = new byte[engine.GetOutputSize(input.Length)];
int len = engine.ProcessBytes(input, ©, input.Length, output, ©0);
engine.DoFinal(output, len);
return output;
}
public static string Decrypt(byte[] ciphertext, byte[] key, byte[] iv)
{
CipherEngine engine = new CipherEngine();
CipherParameters keyParam = new KeyParameter(key);
ParametersWithIV keyParamWithIV = new ParametersWithIV(keyParam, iv);
engine.Init(false, keyParamWithIV);
byte[] output = new byte[engine.GetOutputSize(ciphertext.Length)];
int len = engine.ProcessBytes(ciphertext, 0, ciphertext.Length, output, ©0);
engine.DoFinal(output, len);
return Encoding.UTF8.GetString(output);
}
}
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byte[] aesKey = new byte[16]; // AES 128-bit key
byte[] aesIV = new byte[16]; // AES 128-bit IV
string plaintext = "Hello, BouncyCastle!";
byte[] ciphertext = AesExample.Encrypt(plaintext, aesKey, aesIV);
string decryptedText = AesExample.Decrypt(ciphertext, aesKey, aesIV);
Console.WriteLine($"Plaintext: {plaintext}");
Console.WriteLine($"Ciphertext: {Convert.ToBase64String(ciphertext)}");
Console.WriteLine($"Decrypted Text: {decryptedText}");

using System;

using System.Text;

using Org.BouncyCastle.Crypto;

using Org.BouncyCastle.Crypto.Encodings;
using Org.BouncyCastle.Crypto.Engines;
using Org.BouncyCastle.Crypto.Parameters;
using Org.BouncyCastle.Security;

public class RsaExample

{
public static byte[] Encrypt(string plaintext, AsymmetricKeyParameter publicKey)
{
CipherEngine engine = new CipherEngine();
engine.Init(true, publicKey);
byte[] input = Encoding.UTF8.GetBytes(plaintext);
byte[] output = engine.ProcessBytes(input, ©, input.Length);
return output;
}
public static string Decrypt(byte[] ciphertext, AsymmetricKeyParameter privateKey)
{
CipherEngine engine = new CipherEngine();
engine.Init(false, privateKey);
byte[] output = engine.ProcessBytes(ciphertext, 0, ciphertext.Length);
return Encoding.UTF8.GetString(output);
}
}
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RsaKeyPairGenerator rsakKeyPairGen = GeneratorUtilities.GetKeyPairGenerator("RSA");
rsaKeyPairGen.Init(new KeyGenerationParameters(new SecureRandom(), 2048)); // 2048-bit key size
AsymmetricCipherKeyPair keyPair = rsaKeyPairGen.GenerateKeyPair();

AsymmetricKeyParameter publicKey = keyPair.Public;
AsymmetricKeyParameter privateKey = keyPair.Private;

string plaintext = "Hello, BouncyCastle!";

byte[] ciphertext = RsaExample.Encrypt(plaintext, publicKey);
string decryptedText = RsaExample.Decrypt(ciphertext, privateKey);

Console.WriteLine($"Plaintext: {plaintext}");
Console.WriteLine($"Ciphertext: {Convert.ToBase64String(ciphertext)}");
Console.WriteLine($"Decrypted Text: {decryptedText}");

MD5, SHA1, SHA256, SHA384, SHA512

using System;

using System.Security.Cryptography;
using System.Text;

using Org.BouncyCastle.Crypto.Digests;

public class HashExample

{
public static string ComputeMD5(string input)
{
MD5 md5 = MD5.Create();
byte[] hashBytes = md5.ComputeHash(Encoding.UTF8.GetBytes(input));
return BitConverter.ToString(hashBytes).Replace("-", "").ToLower();
}

public static string ComputeSHA1l(string input)

{
SHA1 shal = SHAl.Create();
byte[] hashBytes = shal.ComputeHash(Encoding.UTF8.GetBytes(input));
return BitConverter.ToString(hashBytes).Replace("-", "").ToLower();
}

public static string ComputeSHA256(string input)

{
Sha256Digest sha256 = new Sha256Digest();

byte[] inputBytes = Encoding.UTF8.GetBytes(input);
sha256.BlockUpdate(inputBytes, @, inputBytes.Length);

byte[] hashBytes = new byte[sha256.GetDigestSize()];
sha256.DoFinal(hashBytes, 0);

return BitConverter.ToString(hashBytes).Replace("-", "").ToLower();

public static string ComputeSHA384(string input)

{
Sha384Digest sha384 = new Sha384Digest();
byte[] inputBytes = Encoding.UTF8.GetBytes(input);
sha384.BlockUpdate(inputBytes, 9, inputBytes.Length);

byte[] hashBytes = new byte[sha384.GetDigestSize()];
sha384.DoFinal(hashBytes, 0);

return BitConverter.ToString(hashBytes).Replace("-", "").ToLower();

public static string ComputeSHA512(string input)

{
Sha512Digest sha512 = new Sha512Digest();
byte[] inputBytes = Encoding.UTF8.GetBytes(input);
sha512.BlockUpdate(inputBytes, 9, inputBytes.Length);

byte[] hashBytes = new byte[sha512.GetDigestSize()];
sha512.DoFinal(hashBytes, 0);

return BitConverter.ToString(hashBytes).Replace("-", "").ToLower();
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string input = "Hello, BouncyCastle!";

Console.WriteLine($"MD5: {HashExample.ComputeMD5(input)}");
Console.WriteLine($"SHA1: {HashExample.ComputeSHA1l(input)}");
Console.WriteLine($"SHA256: {HashExample.ComputeSHA256(input)}");
Console.WriteLine($"SHA384: {HashExample.ComputeSHA384(input)}");
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Console.WriteLine($"SHA512: {HashExample.ComputeSHA512(input)}");
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